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Installation

We strongly recommend installing, configuring, and testing all extensions on a development website before
installing and using them in production.

Installing an extension requires familiarity with your server’s command line.
Please use the Composer package manager to install and update this extension.

In SSH, from your site root, run the following commands:

composer require paradoxlabs/cybersource:*
php bin/magento setup:upgrade

If your site is in production mode, you will need to run these commands next to recompile sources:

php bin/magento setup:di:compile
php bin/magento setup:static-content:deploy

Once complete, the extension should be available. See the Configuration section below to continue.

Option: Install via download package

If you obtained an extension download package (from our store or Github), instead of the composer require line:

Upload all files within the upload folder into the root directory of Magento.

/upload/app/ > /app/

Then continue with the commands to enable the module, run setup, and recompile Magento.
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Updating the Extension

All extension updates are free. Just follow these directions to update to the latest version.

If you installed with composer, update with the following commands, in SSH at your site root:

composer update paradoxlabs/*
php bin/magento setup:upgrade

This will download and update to the latest extension version compatible with your system.

If your site is in production mode, run these additional commands to recompile:

php bin/magento setup:di:compile
php bin/magento setup:static-content:deploy

Option: Update via download package
Upload all files within the upload folder into the root directory of Magento.

/upload/app/ > [app/

Then run setup and recompile, per the commands above.
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Connecting A New CyberSource Account

Before proceeding: Contact CyberSource to sign up for a merchant account if you don't have one already. You will
need to go through the account setup and activation process before you can accept real payments.

Version 4.0 is considerably simpler to connect than earlier releases. Everything runs on the CyberSource REST API:
there is one set of credentials to create, and the checkout payment form is supplied by Unified Checkout instead of
a Secure Acceptance profile you have to build by hand.

If you are upgrading from 3.x, the Simple Order API certificate, the Secure Acceptance profile, and the Cardinal
Cruise credentials are no longer used, and those settings have been removed from the Magento configuration.
There is nothing to recreate.

The steps are the same for a sandbox account and for production, but the two are entirely separate: each has its
own credentials and its own configuration. If you want to test, you must have a dedicated sandbox account. You
can create one at: https://developer.cybersource.com/hello-world/sandbox.html

Also note, many CyberSource features must be enabled by CyberSource before you can use, or even see, them. If a
page or an option described below is missing from your Business Center, that is a provisioning issue on their side.
Contact your CyberSource representative.

What your CyberSource account needs

This integration requires the following services to be active on your account:

e Payment processing: card authorization, capture, and refund.

e Token Management Service (TMS): stores cards for reuse. Every card the extension saves is a TMS
payment instrument, and this drives your ability to do partial invoicing, editing, reordering, and more.

e Unified Checkout: supplies the payment form used on checkout and in the customer account. Without it,
the payment form cannot load.

The following are optional. The extension uses them if they are enabled on your account, and skips them if they

are not:

e Payer Authentication (3D Secure 2)

e Decision Manager, or Fraud Management Essentials

e Account Updater

e Digital wallets: Google Pay, Apple Pay, and Click to Pay, presented through Unified Checkout

Step 2 below shows how to confirm each of these before you spend time troubleshooting Magento.
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Step 1. Find your account identifiers
Log in to the Business Center for the account you are connecting. The blue bar at the top of every page shows the

two identifiers Magento needs:

cybersource

A Visa Solution

Q Dashboard Account ID examplestore_acct | MerchantID examplestore

e Account ID goes into Magento as Organization ID.
e Merchant ID goes into Magento as Merchant ID.

On many accounts these two values are the same, or differ only by a suffix. Enter them exactly as shown, including
case. If your login has access to more than one merchant, make sure the Merchant ID displayed is the one you
intend to connect. Every page below applies to the merchant currently selected.

Step 2. Confirm your account is provisioned
Before entering anything into Magento, verify that the services the extension depends on are actually enabled.
This is quick to check, and the most common cause of issues.

Everything to check is within the left-hand menu. If it only shows icons, expand it with the arrow at the bottom-left
corner of the page.

Dashboard

Virtual Terminal v

ed D

0

Transaction Management

Decision Manager v
fo]l Token Management v
ﬂ Tools v
[ Reports v
@ Payment Configuration A

Digital Payment Solutions

Payer Authentication Configuration
I Key Management

Secure Acceptance Settings

Unified Checkout

@ Account Management v

[s] eiling
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Token Management Service: Go to Token Management > Dashboard. If the menu entry is there and the
dashboard loads, TMS is enabled on your account. A newly provisioned account will show zero tokens, which is

fine — you are confirming access, not activity.

Token Management

Dashboard

Search Filters

Date * Chart Type *

Last 7 Days (GMT) v | | Breakdown v

Applied Filters: Date: Last 7 Days (GMT), Chart Type: Breakdown

Results 353 of 353 Tokens

Unified Checkout: Go to Payment Configuration > Unified Checkout. You should get the 'My customer experience'

page, with cards for Payment options, Look & Feel, and Customer information and payment flow. You will come

back to this page in Step 5.

Payment options

Manage your card brands and alternative digital payments.

B

Manage

Look & Feel

Customize the look and feel of your customer checkout experience.

73

Manage

Customer information and payment flow

Choose what information and steps to include in your checkout flow.

e

Manage

Value Added Solutions

NOT SET UP

Configure customer data and payment flows.

®

Set up
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Payer Authentication (3D Secure): Go to Payment Configuration > Payer Authentication Configuration. If your
account is set up for Payer Authentication, you should see an Org Unit ID, an API Identifier, and an API Key here.

Payment Configuration

Payer Authentication Configuration
Cardinal Cruise Credentials

Cardinal Cruise credentials are required for 3DS 2 Payer Authentication. Contact Cardinal or your CyberSource representative to receive these values.

Org Unit ID
0a1b2c3d4e5f60718293a4b5

API Identifier APl Key
1b2c3d4e5f60718293a4b5c6 2c3dX0000CCOOANNO0000OOXO000CCNXKIf0a

Download Credentials i,

You do not need to copy these values anywhere. Version 4.0 performs Payer Authentication over the REST API.
This page proves the service is on your account. If it is empty or missing, Payer Authentication is not provisioned:
either ask your CyberSource representative to enable it, or set 'Enable Payer Authentication' to 'No' in Magento.

If a service is not enabled for your account, the Business Center will normally say so directly instead of showing the

page:

Your organization is currently not enabled to access
PaymentConfiguration/UnifiedPayments/Customerinformation.Please contact a
customer representative.

If your account is missing Token Management Service or Unified Checkout, you must contact CyberSource
Support to have it provisioned before you continue setup.

Step 3. Create your REST API key

In the Business Center, go to Payment Configuration > Key Management:

Search Keys Public Certificates

Search Filters a
Key Type Key ID Created At Expires At

All Keys* A { ] [AII Dates v ’Nexr 60 Days v l

Key Status Sort Order Records Per Page Meta Key

All v {Exp\rmg Soon v ] {25 A [AH A4 I

Applied Filters: Key Type: All Keys*, Created At: All Dates, Expires At: Next 60 Days, Key Status: All, Sort Order: Expiring Soon, Records Per Page:

25, Meta Key: All
m

* Option "All Keys" does not include ISV Bridge, Mobile Point Of Sale (MPOS), Pretty Good Privacy (PGP), Message Level Encryption (MLE), and Secure
Acceptance key types
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Click Generate key at the top right.

On the Create Key page, use the default selection: REST APIs > REST - Shared Secret. Do not select Simple Order
API, Secure Acceptance, SCMP, or SOAP Toolkit; version 4.0 does not use any of them.

Dashboard / Create Key

Create Key

Key Types

Select a key type from the options below.

Recommended Key Types

REST APIs

The REST API is our latest solution for developing and deploying solutions on the Payment gateway platform. Certificates are
the recommended option for P12 authentication, for both REST and SOAP APIs
Details for REST APIs

@ REST - Shared Secret
(O REST - Certificate

(O REST - API Response MLE

Scroll to the bottom of the page and click Generate key. A confirmation dialog appears. Check that it says REST -
Shared Secret, then click Generate key again.

Confirm Key Generation

Please review your selection before generating the
key:

Key Type:
REST - Shared Secret

Generate key I NI

m

The generated key is shown once:
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Dashboard / Create Key
Key Generation

REST API Shared Secret Key

Key Configuration

Shared API authenticates using a base-64-encoded transaction key represented in string format. The shared API generates a
key you can copy to your clipboard or download as a text file.

Key

1a2b3c4d-5e6f-7a8b-9c0d-1e2f3a4b5c6d L.

Shared Secret

AbCdEfGh1234lJKIMnOpQrStUvWxYz5678AbCdEfGhI= L.

Download key &‘

Generate another key \ Cancel

e Key is your REST API Secret Key ID in Magento. It is a UUID, in the form 1a2b3c4d-5e6f-7a8b-9c0d-
le2f3adb5c6d.

e Shared Secret is your REST API Secret Key in Magento. It is a base-64 string, usually ending in '=".

Copy both values now, or click Download key to save them to a file. The Shared Secret cannot be retrieved again
once you leave this page. If you lose it, generate a new key and update Magento.

One more thing to note: REST keys expire after 3 years. Each key's detail page, reachable by clicking its Key ID in
Key Management, shows an expiration date. When a key expires, every API call from Magento will start failing, so
generate and install a replacement before that date. You may want to set a calendar reminder to ensure you
update it before it expires.
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Payment Configuration / Key Management

Key Detail @

Key ID: 1a2b3c4d-5e6f-7a8b-9¢0d-1e2f3a4b5c6d

Key Information

Key Type: Activation Date:
REST-Shared Secret 2020-02-13 16:00:39 +0000
Status: Expiration Date:

Active 2023-02-13 16:00:39 +0000
Audit Logs

Step 4. Enter the credentials in Magento

Open your Admin Panel and go to Stores > Settings > Configuration > Sales > Payment Methods. Toward the
bottom of the page you will find the CyberSource section:

Version Installed 4.0.0 (2026-08-05)

frabled [ yes -

Is Sandbox Account

Tisle Credit Card (CyberSource)

e Leave 'Enabled' set to No until you have finished and tested.

e Set'ls Sandbox Account' to Yes if these are sandbox credentials, or No for live payment processing. This
must match the account your keys came from.

e Change the Title if you want to show a different label on checkout.

Then fill in the REST API Setup section with the four values from Steps 1 and 3, and click Save Config:

REST API Setup

The REST API is used for all payment processing, Unified Checkout, and card/transaction updates (via Account Updater and Decision Manager). These
keys are required.

API| Test Results REST API connected successfully. (SANDBOX)

Organizatiﬂol: IP paradoxlabs_demo

Merl:ha{qﬁ]l)_ demo_merchant
REST APISecret Key ID | 00000000-1111-2222-3333-444444444444

REST API Secret Key
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After the page reloads, API Test Results should read 'REST APl connected successfully', followed by SANDBOX or
PRODUCTION. If you get a red message instead, correct the problem it describes; it is almost always a mistyped or
truncated key, or the wrong sandbox setting.

Step 5. Set up the Unified Checkout payment experience

Unified Checkout replaces the Secure Acceptance profile that earlier versions required. There is no profile to
create, no card types to configure, and nothing to promote. The form is configured once for your whole account.
Go back to the CyberSource EBC, then Payment Configuration > Unified Checkout.

Payment options controls which payment methods and card brands your account offers:

Payment Configuration / Unified Checkout: My Customer Experience / Payment options

Payment options @

Payment options a Preview customizations

2 3 >
Click the checkbox for each payment method you want to enable and o

then adjust the order as needed. With a mouse, reorder by clicking and Button list
dragging. With a keyboard, tab to the drag icon and press space or enter

to start. Use the up/down arrows to move, press space or enter to
confirm, or esc to cancel.

~ Card Payment
8= y

[:)}) Click to Pay Manage

E® checkout with card

G Pay

(GPay) Google Pay Manage [ Pay

v &P
= Apple Pay Manage visa @ w031 @D unte j @
@as =22 Ceto S, G e o

Enable Card Payment, plus any wallets you have been approved for. Google Pay, Apple Pay, and Click to Pay each
have their own Manage link, with their own setup — in the case of Apple Pay, including domain verification.

Below that, Card brands controls which networks are accepted, and the order their logos appear in:
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Show card brand logos in button list

sese
sese

VISA

seee
sree

seee
sess

DISCOVER

sese
seee

seee
sree

£

seee
sese

Lot

UATP

seee
seee

sese
sese

Q ofnos

seee
sree

gon

seee
sess

- 510
s mada

sese
seee

seee
sree

(el

seee
sese

paypak

S o[l

rees
lees

[UTSNEN
Jaywan

€=/

~
(CARNET

Visa

Mastercard
American Express
Discover

JCB

Maestro

UATP

Cartes Bancaires
EFTPOS

Meeza

Carnet

MADA

ELO

Paypak

Jaywan

V

Magento has its own 'Allowed Payment Types' and 'Allowed Card Networks' settings, covered in the next section.

Those narrow what this particular store requests; they cannot enable anything your CyberSource account does not

already offer. Enable a brand or wallet here first, then allow it in Magento.

Look & Feel controls the appearance of the form — colors, fonts, and button styling — for every site using this

account:

ParadoxLabs | PO Box 1296 | Lancaster, PA 17608 | 717-431-3330
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Payment Configuration / Unified Checkout: My customer experience / Look and feel

Look and feel @

Al brand studio Preview customizations

Instantly bring your brand to life o 2 8 »

Use Al to instantly apply your brand’s colors and styles to your checkot

Button list

Upload screenshot
Upload a screenshot of your website that's representative of your brand. {

E@ Checkout with card J

File can be a png or |pg up to 10MB,

@ Pay
2 @ uwe[]e— B B ==

GCelo @ s e o

Your checkout now matches your brand's style from your screenshot
Fine-tune colors, fonts, and buttons in the Button customization and wisa . M oscnne
Checkout customization sections.

This is where branding work happens. Match your checkout's background and button styling so that the embedded
form feels like part of it.

Customer information and payment flow controls what the form itself collects. For this integration, leave all of
these switched off:

Payment Configuration / Unified Checkout: My customer experience / Customer information and payment flow

Customer information and payment flow @
Contact details
Select the customer info you'll collect to identify them at checkout.

Email address O Preview customizations

o °23>

Button list

Mobile number

E@ Checkout with card }

Payment details

Choose the info customers must provide to complete their purchase.

Billing address Q
Collect billing address for payment verification. Request the full address or only " Pa
the ZIP code. y

Shipping address o
Select the countries you ship to from the dropdown menu to collect customer's
shipping address.

Cels @ 938 kep icrew

Checkout review step O
Add a review page where customers can confirm payment and shipping address.

Magento already collects the email address, the billing address, and the shipping address, and provides its own
order review. Turning these on asks your customers for the same information twice. If you do want a review
screen inside the payment form, use Magento's 'Show Payment Review' setting instead, which is described in the
next section.

Step 6. Turn on Payer Authentication (optional)

Payer Authentication is optional. If you do not want to use 3D Secure, set 'Enable Payer Authentication' to 'No' in
Magento and skip this step.

Otherwise, confirm the service is on your account (done earlier in Step 2), then enable it in Magento under Payer
Authentication (3D Secure):
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Payer Authentication requires enablement on your CyberSource merchant account before turning it on here

Enable Payer Authentication
1 "

Enable for Card Types

Require Payer Authentication
1 ew]

Yes v Use system value
If yes, 3D Secure authentication will run before order placement. Note

Enabling this feature will remove the payment method from multishipping
checkout.

American Express Use system value
Visa

MasterCard

Discover

JCB

Switch/Maestro

Diners

Solo

Maestro International

Maestro Domestic

Note: Not all card types and processors support Payer Authentication

V| Use system value

If yes, orders cannot be placed unless Payer Authentication was attempted.
Cards the issuer cannot authenticate (not enrolled, issuer timeout) still place
as they did before. Subscription rebills and admin orders are exempt.

Set 'Enable for Card Types' to the card types you want authenticated — leaving it empty disables 3D Secure for
every card. 'Require Payer Authentication' controls whether an order is refused if checkout is placed without

attempting authentication.

Finally, save the settings page.

Congratulations! Your Magento store is now connected to your CyberSource account. Before setting 'Enabled' to
Yes on a live site, place a test order to confirm that the payment form loads and that a card can be charged and
stored. Please see the next section for full details on the config options in Magento.

Configuration

Open your Admin Panel and go to Stores > Settings > Configuration > Sales > Payment Methods. Toward the
bottom of the page you'll find a ‘CyberSource’ section. Expand it to reach all of the settings, which are grouped

into the headings below.

General

Version Installed_ 4.0.0 (2026-08-05)
f_n",jblfq_ Yes

Is Sandbox Acsoupt_ Yes

Tifl_e Credit Card (CyberSource)

ParadoxLabs | PO Box 1296 | Lancaster, PA 17608 | 717-431-3330

15



paradox >

e Version Installed: the version of the extension currently installed. Please include this in any support
requests.

e Enabled: Yes to offer the payment method on checkout. If disabled, you can still invoice and refund
existing orders, but it will not appear as a payment option for new orders.

e Is Sandbox Account: if Yes, all requests are made against CyberSource’s test environment and no real
payments are processed. Use a CyberSource sandbox merchant account and test API keys while this is on.

e Title: the payment option label shown on checkout and order/status pages.

REST API Setup

The CyberSource REST API powers everything as of version 4: authorizations, captures, refunds, the Unified
Checkout payment form, Payer Authentication, Account Updater, and Decision Manager. These credentials are
required. (Version 4.0 removed the SOAP “Simple Order” and Secure Acceptance credentials entirely.)

See Connecting A New CyberSource Account: REST API Setup for how to create and locate these keys in the
CyberSource Business Center.

REST API Setup

The REST API is used for all payment processing, Unified Checkout, and card/transaction updates (via Account Updater and Decision Manager). These
keys are required.

API Test Results REST API connected successfully. (SANDBOX)

Organization ID paradoxlabs_demo

Merchant ID demo_merchant

REST API Secret Key ID | 44000000.1111.2222-3333-444444444444

REST API Secret Key

e  Organization ID: your CyberSource organization (merchant) identifier.

e Merchant ID: the merchant ID the REST key was issued under (often the same as the Organization ID).

e  REST API Secret Key ID: the shared-secret key identifier (a UUID) from the Business Center.

o  REST API Secret Key: the shared-secret value paired with the key ID. Stored encrypted.

e APl Test Results: once you save these settings, we connect to CyberSource to verify the credentials work.
If the test fails, the payment method will not function until it is corrected.

Payment Form

All credit card forms use the CyberSource Unified Checkout solution (UC.js), authenticated with the REST API keys
above. Digital wallets must be enabled on your CyberSource merchant account before you turn them on here.
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Payment Form

All credit card forms use the CyberSource Unified Checkout drop-in (UC.js), authenticated with the REST API keys above. Digital wallets must be
enabled on your CyberSource merchant account before turning them on here.

Allowed Paymen‘t Types G ey Use system value
Apple Pay

Google Pay

Click to Pay

Paze

Payment methods offered within the Unified Checkout form. Digital wallets
must be enabled on your CyberSource merchant account first.

Allowed Card Ngt\{vurk‘s Visa Use system value

Mastercard
American Express
Discover

Diners Club

JcB

Maestro

China UnionPay

Cartes Bancaires

Card networks accepted by the Unified Checkout form. Only select networks
your merchant account SUppOFtS.

Show CyberSoung VLOg(’J No - Use system value

Show a CyberSource logo on the payment form.

Show Payment\Revtew v| Use system value

If yes, CyberSource shows its own review screen after card entry, before
handing back to checkout. Off by default. Turn it on if you want the final click
labeled 'Pay' or 'Confirm and Continue', rather than 'Continue'.

o Allowed Payment Types: the methods offered inside the Unified Checkout form: Card Entry, Apple Pay,
Google Pay, Click to Pay, and Paze. Leave only Card Entry selected unless the wallet is enabled on your
merchant account. At least one type is required.

e Allowed Card Networks: the card networks the form will accept (Visa, Mastercard, American Express,
Discover, Diners Club, JCB, Maestro, China UnionPay, Cartes Bancaires). Select only the networks your
merchant account supports.

e Show CyberSource Logo: if Yes, a CyberSource logo is shown on the payment form.

o Show Payment Review: off by default. If Yes, CyberSource shows its own review screen after card entry
before handing control back to checkout, and the final button reads ‘Pay’ or ‘Confirm and Continue’
rather than ‘Continue’.
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Payer Authentication (3D Secure)

Payer Authentication (3D Secure 2) must be enabled on your CyberSource merchant account before you turn it on
here. Version 4.0 runs 3D Secure natively on the REST APl — no CardinalCommerce credentials are required.

Payer Authentication (3D Secure)

Payer Authentication requires enablement on your CyberSource merchant account before turning it on here.

Enable Payer Authenflcatmn Yes B Use system value

If yes, 3D Secure authentication will run before order placement. Note:

Enabling this feature will remove the payment method from multishipping
checkout.

Enable for Card Types
t yp-- American Express Use system value

Visa

MasterCard

Discover

JCB

Switch/Maestro
Diners

Solo

Maestro International

Maestro Domestic

Note: Not all card types and processors support Payer Authentication.

Require Payer Authenflcatmr! v| Use system value

If yes, orders cannot be placed unless Payer Authentication was attempted.
Cards the issuer cannot authenticate (not enrolled, issuer timeout) still place
as they did before. Subscription rebills and admin orders are exempt.

o Enable Payer Authentication: if Yes, 3D Secure runs before order placement. Note: enabling this removes
the payment method from multishipping checkout.

e Enable for Card Types: the card types that will attempt 3D Secure.

Important: an empty selection disables Payer Authentication for every card even when Enable Payer
Authentication is Yes — every charge is then out of scope. The 4.0 default is American Express, Visa, Mastercard,
Discover, JCB, and Diners Club; EEA merchants accepting Maestro should add it.

e Require Payer Authentication: off by default. If Yes, an order cannot be placed unless Payer
Authentication was attempted. It requires the authentication to be attempted, not to succeed: a card the
issuer cannot authenticate (not enrolled, issuer timeout, directory-server error) still places without a
liability shift. Subscription rebills and admin orders are exempt. A related origins field for headless
storefronts, Payer Auth Return URL Origins, appears under Advanced Settings.
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Fraud Screening

Fraud Screening

Decision Manager on Cl?egkulqt Yes - Use system value

If yes, Decision Manager screens initial checkout authorizations. Subscription
and follow-on charges are always exempt.

Fraud Check When Storl.nlg Carf:.l.s. | Use system value

If yes, Decision Manager fraud rules and scoring will be applied when
customers add a new card, not just when checkout is submitted. Enabling may
increase transaction fees.

Enable Device Flnger;lmnnﬁ_g Yes v Use system value

Used by Decision Manager and Fraud Management Essentials to identify users
for better fraud prevention.

Enhanced Profiling D_o‘_mal.n h.online-metrix.net Use system value

If you've set up an 'Enhanced Profiling’ custom domain with CyberSource,
enter it here. Do not change this setting until the DNS and SSL are fully tested
See Decision Manager documentation for instructions.

o Decision Manager on Checkout: if Yes, Decision Manager screens the initial checkout authorization.
Subscription and follow-on charges are always exempt.

e Fraud Check When Storing Cards: if Yes, Decision Manager rules and scoring are also applied to the $0
authorization used when a customer adds a new card, not just at checkout. Off by default; enabling may
cause additional transaction fees.

e Enable Device Fingerprinting: loads CyberSource’s device-fingerprinting script (from h.online-metrix.net
by default) so Decision Manager and Fraud Management Essentials can identify users. May add third-
party cookies to checkout.

e Enhanced Profiling Domain: if you have configured an ‘Enhanced Profiling’ custom domain with
CyberSource, enter it here so the fingerprint script loads from your domain. Do not change this until the
DNS and SSL are fully tested.
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Checkout Settings

Checkout Settings

Payment Action | 4 ;thorize and Capture ¥ Use system value

‘Authorize and Capture' to charge on checkout. Note 'Save Info' does not
support Payer Authentication.

New Order Status Processing v Use system value

Normally 'Pending’ if ‘Authorize Only' above; 'Processing' if not.

Place Order Automatically After Card Entry V| Use system value

If yes, completing card entry (or a wallet confirmation) in the payment form
places the order immediately, with no separate Place Order click. Terms and
conditions and other checkout validations still apply; if any fail, the order is not
placed and the customer uses the normal Place Order button.

Allow Checkout Without Saving Card Yes v Use system value

If yes, customers can choose whether to save their credit card during
checkout.

Auto-Select 'Save for Next Time' | v Use system value

If yes, will be selected by default during checkout.

Allow for Countries | A Aowed Countries = Use system value

Allow for Specific Countngs Use system value

Minimum Order Total | o Use system value

Maximum Ord‘erVTortaI Use system value

SOT‘t Order Use system value

e Payment Action: when the order is charged:

o Save Info (do not authorize): stores the card on checkout without authorizing. Note Save Info
does not support Payer Authentication.

o Authorize: authorizes the order amount on checkout for later manual invoicing/capture.

o Authorize and Capture: captures funds immediately when the order is placed.

e New Order Status: the initial status for CyberSource orders — normally ‘Pending’ for Authorize Only,
‘Processing’ otherwise.

e Place Order Automatically After Card Entry: new in 4.0. If Yes, completing card entry (or a wallet
confirmation) in the payment form places the order immediately, with no separate Place Order click.
Terms and conditions and other checkout validations still apply; if any fail, the order is not placed and the
customer uses the normal Place Order button.

e Allow Checkout Without Saving Card: if Yes, customers get a ‘Save for next time’ choice. If No, logged-in
customers see a stored-securely message and guests are never offered card storage.

e Auto-Select ‘Save for Next Time’: if Yes, the save checkbox is selected by default.

e Allow for Countries: limit which billing countries may use this payment method.

e Minimum / Maximum Order Total: restrict the order value range for which the method is offered.

e Sort Order: the position of this method relative to other payment options on checkout.
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Advanced Settings

Advanced Settings

Require Security Code (CVN) for Stored Cards | .o - Use system value

If yes, customers must re-enter the security code to pay with a stored card
New card entry Is unaffected: the Unified Checkout form always collects the
security code itself. This will not affect recurring transactions.

Reauthorize on Partial Invglsg No v Use system value

If yes, when you create a partial invoice, we will reauthorize any outstanding
balance on the order. This helps guarantee funds, but can cause multiple holds
on the card until transactions settle

Merchant CIDUHf.F)f v| Use system value

Country passed to Unified Checkout. Leave empty to use the store's default
country.

Form Locale

st . v| Use system value

Locale code for the Unified Checkout form, e.g. en_US. Leave empty to use the
store locale.

Additional Target Origins
te ew]

One origin per line (e.g. https://Awww.example.com). Extra exact HTTPS origins
allowed to load the Unified Checkout form, such as headless storefront
domains. The current store/admin origin is included automatically; leave
empty unless running a separate-origin storefront.

Payer Auth Return URLIQrigi“r!; v| Use system value

One origin per line (scheme://host[:port]) permitted as payer-auth challenge
return targets for headless/GraphQL storefronts. The store's own base-URL
host is always permitted. Leave empty unless running a separate-origin
storefront.

e Require Security Code (CVN) for Stored Cards: if Yes, customers must re-enter the security code to pay
with a stored card. New card entry is unaffected — the Unified Checkout form always collects the security
code itself. Does not affect recurring transactions.

e Reauthorize on Partial Invoice: if Yes, creating a partial invoice reauthorizes any outstanding balance on
the order. This helps guarantee funds but can place multiple holds on the card until transactions settle.

e Merchant Country: new in 4.0. Country passed to Unified Checkout. Leave empty to use the store’s
default country.

e  Form Locale: new in 4.0. Locale code for the Unified Checkout form, e.g. en_US. Leave empty to use the
store locale.

e Additional Target Origins: new in 4.0. One HTTPS origin per line permitted to load the Unified Checkout
form, such as headless storefront domains. The current store/admin origin is included automatically;
leave empty unless running a separate-origin storefront.

e Payer Auth Return URL Origins: new in 4.0. One origin per line permitted as a Payer Authentication
challenge return target for headless/GraphQL storefronts. The store’s own base-URL host is always
permitted. Leave empty unless running a separate-origin storefront.

This concludes the payment method’s configuration options.
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Behavior Notes

For the most part this is a standard Magento payment method, with the addition of stored-card functionality and
everything related to it. A few things are worth noting.

User Experience

Version 4.0 replaces the old Secure Acceptance iframe with the CyberSource Unified Checkout drop-in payment
form. All card data is still entered directly into CyberSource-hosted fields, so the flow differs slightly from a typical
payment method:

e The customer enters and confirms their billing address first, on the standard Magento checkout. This may
default to “My billing and shipping address are the same,” in which case the payment form loads
immediately.

e The Unified Checkout form then presents the enabled payment types — “Pay with card” plus any enabled
wallets (Google Pay, Apple Pay, Click to Pay, Paze). Choosing “Pay with card” reveals the embedded card-
entry fields.

e  Completing card entry tokenizes the card. With Place Order Automatically After Card Entry set to Yes (the
4.0 default), and consent already given, the order is placed at that moment and no separate Place Order
click is needed. With it set to No, the tokenized card is shown as selected and the customer clicks Place
Order.

e If Require Security Code (CVN) for Stored Cards is on, paying with a previously stored card re-prompts for
the security code before the order can be placed. Newly entered cards always collect it within the form.

e |f Payer Authentication is enabled, the customer may be shown a 3D Secure challenge overlay before the
order completes; see below.

Card management within a customer’s account (frontend or admin) follows the same pattern: the billing address is
entered and confirmed before the Unified Checkout form is shown to add or update a card. When editing a stored
card, the expiration date can be updated without re-entering the full card number.

Security

The Unified Checkout form is always used; there is no option to collect raw card details on your own server. All
card data (number, expiration, security code) is entered into CyberSource-hosted fields and transmitted directly to
CyberSource, which returns a short-lived transient token. At no time does a card number touch your server for this
payment method. This keeps the best possible mix of user experience and PCl scope.

Some non-confidential card metadata is kept in your database — card type, last four digits, expiration date, and
CyberSource identifiers, among other fields. All of it is available via the CyberSource API, and none of it is
considered Confidential Cardholder Data under PCI.

If you intend to collect payments from other sources using the Magento API, you must tokenize the card through
CyberSource (via the Unified Checkout transient token, or another CyberSource API) and store the resulting token
as a TokenBase Card via the REST or GraphQL API. See Technical / Integration Details. This payment method will
not accept a raw card number under any circumstances.
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3D Secure / Payer Authentication

Version 4.0 runs 3D Secure 2 natively on the CyberSource REST API. The CardinalCommerce Songbird integration
used in 3.x is gone, and no CardinalCommerce credentials are needed — but Payer Authentication must be
enabled on your CyberSource merchant account.

3D Secure applies to standard frontend checkout only. It is not compatible with multishipping checkout: enabling it
removes the CyberSource method from multishipping. It also does not apply to admin or internal transactions —
there is no 3D Secure coverage for admin-created orders, which run with a ‘Mail or Telephone Order’ (MOTO)
commerce indicator and are exempt. Subscription rebills are likewise exempt.

When a challenge is required, the customer is shown their issuer’s authentication overlay on top of the checkout
page. The exact prompt varies by card and enrollment. On success, checkout proceeds automatically. A card that
the issuer cannot authenticate (not enrolled, issuer timeout, directory-server error) still places without a liability
shift, as it did in 3.x.

A Payer Authentication result is scoped to the card, not the cart. A card that fails or abandons 3D Secure stays
blocked until it authenticates; switching to a different card clears the block on the same cart. Re-entering the same
card number counts as a different card (it authenticates from scratch), while a stored card stays blocked until it
passes. A blocked card reports “Your payment could not be verified. Please re-enter your payment information and
try again.” and the payment form is reset, rather than silently re-running a verification it can never pass.

Require Payer Authentication (off by default) refuses any order placed without attempting Payer Authentication,
which prevents any ability to bypass it via REST/GraphQL API. It requires the attempt, not success; subscription
rebills and admin orders are exempt.

Card Storage

Credit cards are always stored in CyberSource Token Management Service to enable advanced functionality, even
when the customer chooses not to save. If the customer opts out or is a guest, the card is not shown for reuse
within Magento and is automatically purged from all systems 120 days after its last use. This keeps the card
available for edits, captures, and refunds while respecting the customer’s wishes.

There is no automatic duplicate prevention: entering the same card three times stores it in CyberSource three
times. CyberSource imposes no limit on the number of stored cards/tokens.

Account Updater

Account Updater is supported and automatically active if REST API credentials are configured and Account Updater
is enabled on your CyberSource account. There is a charge for CyberSource’s Account Updater service. When
enabled, your stored cards in Magento automatically update to reflect changes in expiration dates, card numbers,
and closed accounts.

Usage
There isn’t much to using this extension in practice: it’s a standard Magento payment method, and the interfaces
should be self-explanatory. Here’s a rundown of what you get.
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Checkout Payment Form

On checkout, the customer confirms their billing address and is then shown the CyberSource Unified Checkout
form. It lists the enabled payment options — “Pay with card” plus any enabled wallets:

® Credit Card (CyberSource)

My billing and shipping address are the same

Jane Doe

Example Retail Co.

123 Example Street
Springfield, Ohio 45505
United States
555-555-0100

Pay with & Pay
‘ E@ Pay with card ]

() Agree to our Terms & Conditions *

Choosing “Pay with card” reveals the embedded card-entry fields. All card data is entered directly into
CyberSource-hosted fields; any format errors are shown inline as the customer types.
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@ Credit Card (CyberSource)

My billing and shipping address are the same

Jane Doe

Example Retail Co.

123 Example Street
Springfield, Ohio 45505
United States
555-555-0100

~ CHECKOUT

m
=

CONTACT DETAILS

ja***@example.com

PAYMENT DETAILS

Card number

Expiry month Expiry year Security code

[ vl ] |

3-digits on back of card

First name Last name

e | o |

[ Continue ]

() Agree to our Terms & Conditions *

With Place Order Automatically After Card Entry set to Yes (the 4.0 default), completing the card form places the
order immediately. With it set to No, the tokenized card is shown ready and the customer clicks Place Order:
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@ Credit Card (CyberSource)
My billing and shipping address are the same

Jane Doe
Example Retail Co.
123 Example Street
Springfield, Ohio 45505
United States
555-555-0100

Payment Information

Visa ***%1111

() Agree to our Terms & Conditions *

Place Order

Logged-in customers with a stored card see their most recent card selected by default. If Require Security Code
(CVN) for Stored Cards is enabled, they re-enter the security code before placing the order:
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® Credit Card (CyberSource)

[J My billing and shipping address are the same
Jane Doe
Example Retail Co.
123 Example Street
Springfield, Ohio 45505
United States
555-555-0100
Edit

Payment Information

Visa XXXX-1111

Card Verification Number *

(] Agree to our Terms & Conditions *

When card saving is offered (Allow Checkout Without Saving Card), a “Save for next time” option appears with the
card form:
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@ Credit Card (CyberSource)

My billing and shipping address are the same

Jane Doe

Example Retail Co.

123 Example Street
Springfield, Ohio 45505
United States
555-555-0100

<~ CHECKOUT

CONTACT DETAILS Edit

jan***@example.com

PAYMENT DETAILS

Card number

_\

w
i
5]
)
S
=2

o9,
=
[%]

Expiry month Expiry year Security code

[ v “JI |

3-digits on back of card

First name Last name

e | e |

[ Continue ]

Save for next time
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Payer Authentication (3D Secure)

If Payer Authentication is enabled, some cards require a 3D Secure challenge before the order is placed. The
customer is shown their issuer’s authentication overlay on top of the checkout page; its exact appearance varies by
card and issuer:

Verify Your Payment

uas Card @AnyBank

=am Network

Purchase Authentication

We have sent you a text message with a code to
your registered mobile number ending in 5329.

You are paying Paradox Labs the amount of
$64.00 using card **w++**+*1096,

(OTP: 1234)
Enter your code below

Enter Code Here

SUBMIT
RESEND CODE
CANCEL

On a successful challenge, checkout completes automatically and the order is placed:

Thank you for your purchase!

Your order # is: 6000000030.

We'll email you an order confirmation with details and tracking info.

Continue Shopping

You can track your order status by creating an account.

Email Address: jane.doe@example.com

Create an Account

A card the issuer cannot authenticate (not enrolled, issuer timeout, directory-server error) still places without a
liability shift. A card that fails or abandons authentication is blocked and the customer sees “Your payment could
not be verified. Please re-enter your payment information and try again.” with the form reset; the block is scoped
to that card, so switching to another card lets checkout proceed. Payer Authentication does not apply to admin-
created orders — there is no 3D Secure coverage in the admin, which runs with a Mail/Telephone Order (MOTO)
indicator and is exempt.
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Order status page

After placing an order, the customer sees the standard Magento order success and status pages:

Thank you for your purchase!

Your order # is: 000002203,

We'll email you an order confirmation with details and tracking info.

Continue Shopping

You can track your order status by creating an account

Email Address: jane.doe@example.com

Create an Account

Customer ‘My Payment Data’ account area

The My Payment Data section lets customers view their stored cards and add, edit, or delete them.

As on checkout, the billing address must be entered and confirmed before the payment form is shown, so adding

or editing a card is a two-step process. After confirming the address, the Unified Checkout form mounts its own
card and wallet controls:

Credit Card (CyberSource) Add A Credit Card

Cardholder Information

Jane Doe

Jane Doe Example Retail Co.
Example Retail Co. 123 Example Street
123 Example Street Springfield, Ohio 45505
Springfield, Ohio, 45505 ShitediStates

; 555-555-0100
United States -
T: 555-555-0100 Bk
Edit | Delete

Buy with & Pay

‘ E@ Save Card ]

When editing a card you can change the address without touching the card details, or update the expiration date
without re-entering the full card number. Any change to the card details re-collects the security code.
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Cards associated with an open (uncaptured) order cannot be edited or deleted; they display a ‘Card In Use’
message in place of the buttons until all orders paid by the card are complete.

To prevent abuse, the Payment Data section is only available after the customer has placed a successful order;
before then they are redirected to the Account Dashboard with “My Payment Data will be available after you've
placed an order.” If a customer hits errors saving a card five times, they are blocked for 24 hours with “My
Payment Data is currently unavailable. Please try again later.” Both behaviors can be adjusted or disabled —
contact us if needed.

Admin order form

The admin Create New Order form offers the same options and behavior as frontend checkout, including stored-
card reuse:

Payment Method

Credit Card (Authorize.Net CIM)
Bank Account (eCheck)
Credit Card (Carat)
Credit Card (Clover)
®) Credit Card (CyberSource)

Visa XXXX-1111 | v

Card Verification Number *

Credit Card (Stripe)

Admin order status page

After an order is placed, the admin shows extended payment information — transaction ID, validation responses,
and fraud score (if using Decision Manager). None of this is visible to the customer:

Payment Information

Credit Card (CyberSource)

Credit Card Type: Visa
Credit Card Number: XXXX-1111
Transaction ID: 7863968893346377404805
AVS Response: X (Match)

The order was placed using USD.
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Admin customer ‘Payment Data’ account area

Viewing a customer, an added ‘Payment Data’ tab offers the same view/add/edit/delete functionality as the

frontend section, for managing your customers’ stored CyberSource cards:

Jane Doe
L Login as
Back Customer

CUSTOMER INFORMATION

Customer View

Account Information

Addresses

Orders

Shopping cart

Newsletter

Billing Agreements

Product Reviews

Wish List

Payment Options

Subscriptions

Admin transaction info

Delete

Reset
Customer

Credit Card (Authorize Net CIM)

visA MXXX-1111 (Expires 12/2030)
Jane Doe

Example Retall Co.

123 Example Street

Springfield, Ohio, 45505

United States

T: 555-555-0100

Q M L perdoxmagx v

Create Reset Force Sign- Save and Continue Save
Order Password In Edit Customer
Bank Account (eCheck) Credit Card (Carat) Credit Card (Clover) Credit Card (CyberSource)
Credit Card (Stripe)
L@ Add A Credit Card

Cardholder Information

First Name *
Last Name *
Company

Phone Number

Cardholder Address

Street *

Street Address 2
City *

State/Province *

Please select a reglon, state or province. -

Zip/Postal Code *

Country *

United States -

Confirm Address

Payment Information

Please confirm your address to enter payment info.

Viewing an order, the ‘Transactions’ tab shows full transaction info:
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) Order ID Transaction ID Parent TransactionID  Payment Method
—
To
2138 000002203 7863968893346377404805 Credit Card (CyberSource)
2137 7863924547 Credit Card (CyberSource)
2136 6000000028 7863924309296767003812 Credit Card (CyberSource)
2135 13903813 Credit Card (CyberSource)
2134 6000000026 7863923852826688103812 Credit Card (CyberSource)

2133 7 Credit Card (CyberSource)

2132 6000000024 7863923176386797703814 Credit Card (CyberSource)

2131 8639 45103814 Credit Card (CyberSource)
2130 6000000022 7863922595916527603812 Credit Card (CyberSource)
2129 Credit Card (CyberSource)
2128 5000000096 7863921796506998603813 Credit Card (CyberSource)
2127 86: 3 Credit Card (CyberSource)
2126 5000000094 7863921403606538103814 Credit Card (CyberSource)
2125 5000000093 7863921247926507803814 Credit Card (CyberSource)
2124 4000000094 7863920610356788703813 Credit Card (CyberSource)
2123 1703814 Credit Card (CyberSource)
2122 3920146996715703813 Credit Card (Cybersource)
2121 4000000091 7863919970166693003813 Credit Card (CyberSource)
2120 74103813 Credit Card (CyberSource)
219 3000000111 7863919265356028603812 Credit Card (CyberSource)

Transaction

Type

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

Capture

20

Clo

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

v

per page

Created

Aug 10, 2026, 521:29
Aug 10, 2026, 4:07:35
PM

Aug 10, 2026, 407:11
PM

AUg 10, 2026, 4:06:44
PM

Aug 10, 2026, 4:06:25
PM

Aug 10, 2026, 4:06:01
Aug 10, 2026, 4:05:18
PM

Aug 10, 2026, 4:04:38
PM

Aug 10, 2026, 4:04:20
PM

Aug 10, 2026, 4:03:22
PM

Aug 10, 2026, 4:03:00
PM

Aug 10, 2026, 4:02:35
PM

Aug 10, 2026, 4:02:20
PM

Aug 10, 2026, 4:02:05
PM

Aug 10, 2026, 4:01:01
PM
Aug 10, 2026, 4:00:40
PM

Aug 10, 2026, 4:00:15
PM

Aug 10, 2026, 3:59:57
PM

Aug 10, 2026, 3:59:41
PM

Aug 10, 2026, 3:58:47
PM

paradox

]

Mollie PayPal ID

of 107

>

y’

Click into a transaction to see the raw data returned by the CyberSource REST APl — including tokenInformation,

processorinformation, and, for 3D Secure orders, consumerAuthenticationInformation. This same data is

accessible from the transaction record in code.
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Transaction Data

Transaction 10

Parent Transaction D

Order ID

s Closed

Created At

Child Transactions

0 records found

Transaction Details

Jinks velmethod
_inks voianret

Jinks sell meshad

_inksseltbref

e eerenceinformation code
dlentReferenceinformation partner salutianid

consumerauthen

[l

ordarinformaion amauntD:

totalamount
rerinformation amauntDetals authorzedAmaUnt
rderinformation.amaunt Detals.currency
paymentACCOUNtInformation cardtype
paymentinformation tokenicerCard type
paymentinformation card type

poimOfSaleinformation te

nallh

7863068893346377404805
NiA

000002203

capture

No

Aug 10, 2026, 5:21:29 P

We couldn't find any recards.

posT
JOtS/Vpayments/PBG356IRSIMEIT7A04B05Vaids
T

Fptsiv2ipayments/TBS3SGRBSIAEITIA04ES
o0000z203

DEQUVEEG

HE3S6ERIA67 404805

5400

6100

uso

o

a1

o

i

processerinfanmation approvalCode
processorinfarmation networkTransactionld

essoninformation transactisnie

processerinformationsespenseCade
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Frequently Asked Questions & Troubleshooting

Please search our solution directory for the latest answers to common questions and issues:

https://paradoxlabs.freshdesk.com/support/solutions

If your question is not answered there, open a support ticket and we’ll help you out.

Is ParadoxLabs CyberSource Payments PCI Compliance?

PCI compliance is a complex and multifaceted issue, covering every aspect of your business. We can't guarantee
that your business is PCl-compliant. That depends on your server, passwords, business processes, regular security
scans, any other payment methods, and a lot more. What we can tell you is that this extension will not prevent you
from being PCl compliant. We don't log confidential cardholder data or do anything else that would bring you
under scrutiny.

This extension collects all card data in CyberSource-hosted Unified Checkout fields for every credit card form, and
does not support collecting card data by any other means. Because a card number never touches your server, this
is intended to support the reduced-scope SAQ A eligibility (verify your specific obligations with your acquirer).

Note that you must have SSL (TLS) enabled on all checkout and login forms, and that this eligibility only applies to
this specific payment method. Any other payment methods or credit card handling your business may perform will
have its own SAQ eligibility, and may require you to complete a more stringent SAQ form (A-EP or D).

For details on the SAQ types and what eligibility means, see “Self-Assessment Questionnaire Instructions and
Guidelines (3.2)” (PDF, by PCI Standards Security Council).

How does this payment method handle currency?

Transactions are processed in the base currency for the website customers are purchasing from. Any alternate
currencies selected on the frontend are converted to the website’s base currency by Magento’s built-in currency
handling, based on conversion rates provided by a web service configured in your Magento Admin Panel.

Magento allows for a separate base currency per website, if configured to do so. In order to define explicit prices in
multiple currencies, each currency must have its own website where it is set as the base currency. All currency
setup is configured outside of our payment extension settings.

Your CyberSource account must allow transactions to be processed in your website’s base currency(s).
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Technical / Integration Details

Architecture

The payment method code for this method is paradoxlabs_cybersource.

paradoxLabs_Cybersource is the payment method module, built heavily on the paradoxLabs_tokenBase module.
TokenBase defines a variety of interfaces and architecture for handling tokenization and stored cards cleanly.

The payment method class is \ParadoxLabs\Cybersource\Mode1\Method. In 4.0 it reaches CyberSource entirely over
the REST API. \ParadoxLabs\Cybersource\Mode1\Gateway (extending TokenBase’s AbstractGateway) routes the gateway
operations to REST service classes under \paradoxLabs\Cybersource\Model\Service, notably service\Rrest (the signed
HTTP client) and the service\unifiedcheckout and service\Payerauth services. Card metadata is stored in instances
of \ParadoxLabs\Cybersource\Mode1\card. Each of these extends an equivalent abstract class in TokenBase and
implements only the CyberSource-specific details.

Card instances are stored in table paradoxlabs_stored_card, and referenced by quotes and orders via a tokenbase_id
column on tables quote_payment and sales_order_payment.

In all cases, we strongly discourage any customization by editing our code directly. We cannot support
customizations. Use Magento’s preferences or plugins to modify behavior if necessary. If your use case isn’t
covered, let us know.

Custom database schema
e Added table: paradoxlabs_stored_card
e Added column: quote_payment.tokenbase_id

e Added column: sales_order_payment.tokenbase_id

Events

®  tokenbase_before_load_payment_info (method, customer, transport, info): Fires before preparing method-
specific information for the order payment info blocks (frontend, admin, and emails). Use this to add
additional information to the payment info block.

®  tokenbase_after_load_payment_info (method, customer, transport, info): Fires before preparing method-
specific information for the order payment info blocks (frontend, admin, and emails). Use this to add
additional information to the payment info block, or modify what’s there by default.

®  tokenbase_before_load_active_cards (method, customer): Fires before loading a customer’s available stored
cards.

®  tokenbase_after_load_active_cards (method, customer, cards): Fires after loading a customer’s available
stored cards. Use this to modify cards available to the customer or admin.
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Magento API: REST and SOAP

This module supports the Magento API via standard interfaces. You can use it to create, read, update, and delete
stored cards.

If you have a specific use case in mind that is not covered, please let us know.

You can generate new cards by creating a TokenBase Card with a valid CyberSource card token (obtained from a
Unified Checkout transient token, or another CyberSource tokenization API) plus the associated card and address
data. To place an order with a stored card, pass that card’s hash as additional_data = card_id, along with cc_cid
for the security code (if required) and save (true or false) for whether it should be retained.

Raw credit card numbers (cc_number) are never accepted. You must tokenize the card with CyberSource first —
the simplest path is the Unified Checkout transient token described below — then place the order with that
transient token or a stored card hash. The token flow is detailed below in ‘How-To: API Checkout Flow’.

To run Payer Authentication (3D Secure) outside the built-in checkout, use the CyberSource Payer Authentication
operations — cyberSourcePayerAuthSetup, cyberSourcePayerAuthAuthenticate, and
cyberSourcePayerAuthFinalize — exposed as GraphQL mutations and as REST endpoints. The authentication result
is bound to the cart and card server-side, so a later order placement is allowed automatically; the client sends no
authentication payload. The full sequence is in ‘How-To: APl 3D Secure Flow’. (The 3.x CardinalCommerce Cardinal
Cruise integration and its response_jwt field are gone.)

The extension’s custom REST API requests are detailed below. Some response data has been omitted for brevity.

Create and update (POST, PUT) requests take three objects: card with primary card data, address with address
information, and additional for card metadata. In responses, address and additional will be nested within card as
address_object and additional_object. This is done for technical reasons. The data formats differ, and not all fields
that are returned can be set via API (EG in_use, 1abel). This means you cannot take a card record and directly post
it back to the API to update.

Integration / Admin-Authenticated APl Endpoints

These API requests allow solutions acting with an admin user login, OAUTH authentication, or token-based
authentication to take action on any card in the system. Data and behavior are not limited.

GET /V1/tokenbase/:cardld (get one card by ID)
Example request:

GET /rest/vl1/tokenbase/1 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

{

"id": 1,

"in_use": true,

"additional_object": {
"cc_type": "vIi",
"cc_Tast4": "0027",
"cc_exp_year": "2022",
"cc_exp_month": "12",
"cc_bin": "400700",
"fingerprint": "7010000000008030027"
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"address_object": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51

Lo

"region_id": 51,

"country_id": "us",

"street": [
"123 Test Ln."

15

"company": s
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"lastname": "Doe"
Bo
"customer_email": "email@example.com",

"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "f7d085165acdfalea6alb...770111",
"active": "1",

"created_at": "2017-08-03 16:31:54",
"updated_at": "2017-09-20 14:24:14",
"Tast_use": "2017-08-03 16:31:54",
"expires": "2019-06-30 23:59:59",
"label": "visa XXxx-0027"

GET /V1/tokenbase/search (get multiple cards, with searchCriteria)
Example request:

GET /rest/V1/tokenbase/search?searchCriteria[pageSize]=1 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

"items": [
{
"id": 1,
// ... other card info
}

15

"search_criteria": {
"filter_groups": [1,
"page_size": 1

}

"total_count": 51

See also: Search using REST APIs (Magento DevDocs)

POST /V1/tokenbase (create card)
Example request:

POST /rest/v1l/tokenbase HTTP/1.1
Host: {host}

Authorization: Bearer {api_key}
Content-Type: application/json

{
"card": {
"customer_email": "email@example.com",
"customer_id": 1,
"customer_ip": "",
"profile_id": null,
"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
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"method": "paradoxlabs_cybersource",
"active": "1",
"created_at": "2017-08-03 16:31:54",
"last_use": "2017-08-03 16:31:54",
"expires": "2019-06-30 23:59:59"
Lo
"address": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51
P
"region_id": 51,
"country_id": "us",
"street": [
"123 Test Ln."
15

"company": s
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
"vat_id": "

1,
"additional": {
"cc_exp_month": "01",
"cc_exp_year": "2023",
"cc_last4": "0027",
"cc_type": "vi",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"

Example response:

"id": 95,
"in_use": false,
"additional_object": {
"cc_type": "vIi",
"cc_last4": “0027”,
"cc_exp_year": "2023",
"cc_exp_month": "01",
"cc_country": "us",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"

o
"address_object": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51

"region_id": 51,

"country_id": "us",
"street": [

"123 Test Ln."
15
"company": ""

"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"lastname": "Doe",
Lo
"customer_email": "email@example.com",

"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "9b83d4683f3d3...2309ccd65b",
"active": "1",

"created_at": "2017-09-25 17:41:21",
"updated_at": "2017-09-25 17:41:21",
"Tast_use": "2017-08-03 16:31:54",
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"expires": "2023-01-31 23:59:59",
"label": "visa XXxX-0027"

PUT /V1/tokenbase/:cardld (update card)
Example request:

PUT /rest/vl/tokenbase/1 HTTP/1.1
Host: {host}

Authorization: Bearer {api_key}
Content-Type: application/json

{
"card": {
"id": 1,
"customer_email": "email@example.com",
"customer_id": 1,
"customer_ip": "127.0.0.1",
"profile_id": null,
"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
"method": "paradoxlabs_cybersource",
"hash": "f7d085165acdfalea6alb...770111",
"active": "1",
"created_at": "2017-08-03 16:31:54",
"last_use": "2017-08-03 16:31:54",
"expires": "2019-06-30 23:59:59"
Lo
"address": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51
"region_id": 51,
"country_id": "us",
"street": [
"123 Test Ln."
15
"company": "",
"telephone": "111-111-1111",
"postcode": "17603",
"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
"vat_id": ""
o
"additional": {
"cc_exp_month": "01",
"cc_exp_year": "2023",
"cc_last4": “0027”,
"cc_type": “vi”,
"cc_bin": "400700",
"fingerprint": "7010000000008030027"
}
}

Example response:

"id": 1,
"in_use": false,
"additional_object": {
"cc_type": “vIi”,
"cc_Tast4": “00277,
"cc_exp_year": “2023”,
"cc_exp_month": “01”,
"cc_bin": "400700",
"fingerprint": "7010000000008030027"

o
"address_object": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",
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"region_id": 51
5o
"region_id": 51,
"country_id": "us",
"street": [

"123 Test Ln."
15

"company": s
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",

Ko

"customer_email": "email@example.com",
"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": " f7d085165acdfalea6alb...770111",
"active": "1",

"created_at": "2017-09-25 17:41:21",
"updated_at": "2017-09-25 17:41:21",
"Tast_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXXX-0027"

DELETE /V1/tokenbase/:cardld (delete card by ID)
Example request:

DELETE /rest/v1/tokenbase/95 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

True

Customer Authenticated API Endpoints

These API requests allow authenticated frontend customers to manage their stored cards. This is intended for
headless implementations or app integration where card management needs to be exposed outside of Magento’s
standard frontend.

Customers will only be able to access and manipulate active cards assigned to their specific customer ID.

Note: These requests are disabled by default. You can enable them at Admin > Stores > Configuration > Sales >
Checkout > ParadoxLabs Payment Module Settings > Enable public API. Only enable this if you use them.

GET /V1/tokenbase/mine/:cardHash (get one card by hash)
Example request:

GET /rest/vl1/tokenbase/mine/50b8e326b012e793957215c0361lafc4b52434b26 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

"id": 1,

"in_use": true,

"additional_object": {
"cc_type": “vIi”,
"cc_Tlast4": “00277,
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"cc_exp_year": “2023”,
"cc_exp_month": "01",

“cc_bin”: “400700”,

"fingerprint": "7010000000008030027"

Ko
"address_object": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51
5o
"region_id": 51,
"country_id": "us",
"street": [

"123 Test Ln."
P

"company": ,
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"lastname": "Doe"
1,
"customer_email": "email@example.com",

"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "50b8e326b012e793957215c0361afc4b52434b26",
"active": "1",

"created_at": "2017-08-03 16:31:54",
"updated_at": "2017-09-20 14:24:14",
"Tast_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXXX-0027"

GET /V1/tokenbase/mine/search (get multiple cards, with searchCriteria)
Example request:

GET /rest/v1/tokenbase/mine/search?searchCriteria[pageSize]=3 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

"items": [
{
"id": 1,
// ... other card info
}

earch_criteria": {
"filter_groups": [],
"page_size": 3

]

"total_count": 5

See also: Search using REST APIs (Magento DevDocs)

POST /V1/tokenbase/mine (create card)
Example request:

POST /rest/v1l/tokenbase/mine HTTP/1.1
Host: {host}

Content-Type: application/json
Authorization: Bearer {api_key}

{

"card": {
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"customer_email": "email@example.com",
"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"active": "1"
Ko
"address": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51
"region_id": 51,
"country_id": "us",
"street": [
"123 Test Ln."
P
"company": "",
"telephone": "111-111-1111",
"postcode": "17603",
"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
"vat_id": ""
}

"additional": {

"cc_type": “vIi”,

"cc_Tast4": “00277,

"cc_exp_year": “2023”,
"cc_exp_month": "01",

“cc_bin”: “400700”,

"fingerprint": "7010000000008030027"

Example response:

"id": 95,
"in_use": false,
"additional_object": {
"cc_type": “vi”,
"cc_last4": “0027”,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"

o
"address_object": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51
Bo
"region_id": 51,
"country_id": "us",
"street": [

"123 Test Ln."
15

"company": s
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
Lo
"customer_email": "email@example.com",

"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "9b83d4683f3d3...2309ccd65b",
"active": "1",

"created_at": "2017-09-25 17:41:21",
"updated_at": "2017-09-25 17:41:21",
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"last_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXxx-0027"

PUT /V1/tokenbase/mine/:cardHash (update card by hash)
Example request:

PUT /rest/v1l/tokenbase/mine/50b8e326b012e793957215c0361afc4b52434b26 HTTP/1.1
Host: {host}

Authorization: Bearer {api_key}

Content-Type: application/json

{
"card": {
"id": 1,
"customer_email": "email@example.com",
"customer_id": 1,
"customer_ip": "127.0.0.1",
"profile_id": null,
"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
"method": "paradoxlabs_cybersource",
"hash": "50b8e326b012e793957215c0361lafc4b52434b26",
"active": "1",
"expires": "2023-01-31 23:59:59"
Lo
"address": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51
Ko
"region_id": 51,
"country_id": "us",
"street": [
"123 Test Ln."
i
"company": "",
"telephone": "111-111-1111",
"postcode": "17603",
"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
"vat_id": ""
o
"additional": {
"cc_type": “vi”,
"cc_last4": “0027”,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"
}
}

Example response:

"id": 1,
"in_use": false,
"additional_object": {
"cc_type": “vi”,
"cc_Tast4": “00277,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"

Lo
"address_object": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51

"region_id": 51,
"country_id": "us",
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"street": [
"123 Test Ln."
P

"company": ,
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",
Lo
"customer_email": "email@example.com",

"customer_id": 1,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "50b8e326b012e793957215c0361lafc4b52434b26",
"active": "1"

"created_at": "2017-09-25 17:41:21",
"updated_at": "2017-09-25 17:41:21",
"last_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXXX-0027"

DELETE /V1/tokenbase/mine/:cardHash (delete card by hash)
Example request:

DELETE /rest/v1/tokenbase/mine/50b8e326b012e793957215c0361lafc4b52434b26 HTTP/1.1
Host: {host}
Authorization: Bearer {api_key}

Example response:

True

Guest APl Endpoints

These API requests allow unauthenticated frontend guest users to add and fetch an individual stored card. This is
intended for headless implementations or app integration where card management needs to be exposed outside
of Magento’s standard frontend. Guests are not able to list, edit, delete, or reuse stored cards, so no API requests
are exposed for those actions.

Guests will only be able to access and manipulate active cards, by hash, not assigned to any customer ID.

Note: These requests are disabled by default. You can enable them at Admin > Stores > Configuration > Sales >
Checkout > ParadoxLabs Payment Module Settings > Enable public API. Only enable this if you use them.

GET /V1/tokenbase/qguest/:cardHash (get one card by hash)
Example request:

GET /rest/v1/tokenbase/guest/50b8e326b012e793957215c0361afc4b52434b26 HTTP/1.1
Host: {host}

Example response:

"id": 1,
"in_use": true,
"additional_object": {
"cc_type": “vi”,
"cc_Tast4": “00277,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"
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Ko
"address_object": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51
5o
"region_id": 51,
"country_id": "us",
"street": [

"123 Test Ln."
P

"company": ,
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"lastname": "Doe"
Ko
"customer_email": "email@example.com",

"customer_id": 0,

"customer_ip": "127.0.0.1",

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",

"method": "paradoxlabs_cybersource",
"hash": "50b8e326b012e793957215c0361afc4b52434b26",
"active": "1",

"created_at": "2017-08-03 16:31:54",
"updated_at": "2017-09-20 14:24:14",
"last_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXXX-0027"

POST /V1/tokenbase/qguest (create card)
Example request:

POST /rest/v1/tokenbase/guest HTTP/1.1
Host: {host}
Content-Type: application/json

{
"card": {
"customer_email": "email@example.com",
"customer_id": 0,
"customer_ip": "127.0.0.1",
"profile_id": null,
"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
"method": "paradoxlabs_cybersource",
"active": "1"
o
"address": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51
"region_id": 51,
"country_id": "us",
"street": [
"123 Test Ln."
15

"company": s
"telephone": "111-111-1111",
"postcode": "17603",

"city": "Lancaster",
"firstname": "John",
"lastname": "Doe",
"vat_id": "

Lo
"additional": {
"cc_type": “vIi”,
"cc_Tlast4": “00277,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"
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Example response:

"id": 95,
"in_use": false,
"additional_object": {
"cc_type": “vIi”,
"cc_last4": “0027”,
"cc_exp_year": “2023”,
"cc_exp_month": "01",
“cc_bin”: “400700”,
"fingerprint": "7010000000008030027"

3,
"address_object": {
"region": {
"region_code": "PA",
"region": "Pennsylvania",
"region_id": 51

"region_id": 51,
"country_id": "us",
"street": [

"123 Test Ln."
15
"company": ,
"telephone": "111-111-1111",
"postcode": "17603",
"city": "Lancaster",
"firstname": "John",
"Tastname": "Doe",

nn

1,

"customer_email": "email@example.com",
"customer_id": 0,

"customer_ip": "127.0.0.1",
"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
"method": "paradoxlabs_cybersource",
"hash": "9b83d4683f3d3...2309ccd65b",
"active": "1",

"created_at": "2017-09-25 17:41:21",
"updated_at": "2017-09-25 17:41:21",
"last_use": "2017-08-03 16:31:54",
"expires": "2023-01-31 23:59:59",
"label": "visa XXxx-0027"

Magento API: GraphQL
This extension supports the GraphQL API for all customer card management. This is intended for PWA and
headless implementations where card management needs to be exposed outside of Magento’s standard frontend.

Customers will only be able to access and manipulate active cards assigned to their specific customer ID.
Guests will only be able to access and manipulate active cards, by hash, not assigned to any customer ID.

Note: These requests are disabled by default. You can enable them at Admin > Stores > Configuration > Sales >
Checkout > ParadoxLabs Payment Module Settings > Enable public API. Only enable this if you use them.

We recommend using the Chrome Altair GraphQL Client browser extension for browsing your store’s GraphQL

schema and testing API requests.

Raw credit card numbers (cc_number) are never accepted. You must tokenize the card with CyberSource first —
the simplest path is the Unified Checkout transient token described below — then place the order with that
transient token or a stored card hash. The token flow is detailed below in ‘How-To: API Checkout Flow’.
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To run Payer Authentication (3D Secure) outside the built-in checkout, use the CyberSource Payer Authentication
operations — cyberSourcePayerAuthSetup, cyberSourcePayerAuthAuthenticate, and
cyberSourcePayerAuthFinalize — exposed as GraphQL mutations and as REST endpoints. The authentication result
is bound to the cart and card server-side, so a later order placement is allowed automatically; the client sends no
authentication payload. The full sequence is in ‘How-To: APl 3D Secure Flow’. (The 3.x CardinalCommerce Cardinal
Cruise integration and its response_jwt field are gone.)

Queries

tokenBaseCards(hash: String): [TokenBaseCard]

Get the current customer's stored card(s), if any. Takes a card hash (optional); returns one or more TokenBasecard
records. If no hash is given, will return all active cards belonging to the customer.

tokenBaseCheckoutConfig(method: String!): TokenBaseCheckoutConfig
Get checkout configuration for the given TokenBase payment method. Takes a TokenBase payment method code,

such as paradoxlabs_cybersource; returns a TokenBasecheckoutconfig. This returns all data necessary to render and
handle the client-side checkout form. Values mirror what is passed to Magento’s standard frontend checkout.

cyberSourceUnifiedCheckoutCaptureContext(input: TokenBaseCyberSourceUnifiedCheckoutinput!):
TokenBaseCyberSourceUnifiedCheckoutCaptureContext
Get a CyberSource Unified Checkout capture-context JWT for collecting payment data. Provide the cart ID (and

guestEmail for a guest cart). The returned JWT is used to initialize the Unified Checkout form on the client.

Mutations

createTokenBaseCard(input: TokenBaseCardCreatelnput!): TokenBaseCard
Create a new stored card. Takes TokenBasecardcreateInput, returns the new stored Tokensasecard if successful.

deleteTokenBaseCard(hash: String!): Boolean
Delete a stored card. Takes a card hash; returns true if successful.

updateTokenBaseCard(input: TokenBaseCardUpdatelnput!): TokenBaseCard
Update an existing stored card. Takes TokenBasecardupdaternput; returns the updated TokenBasecard if successful.

cyberSourcePayerAuthSetup(input: TokenBaseCyberSourcePayerAuthSetupinput!):
TokenBaseCyberSourcePayerAuthSetupResult
Start CyberSource Payer Authentication (3D Secure) for a cart and return the device-data-collection parameters.

Provide exactly one of transientToken (a new card) or cardHash (a stored card).

cyberSourcePayerAuthAuthenticate(input: TokenBaseCyberSourcePayerAuthAuthenticatelnput!):
TokenBaseCyberSourcePayerAuthResult
Run Payer Authentication for a cart after device data collection, passing client-collected browserinfo. Returns a

status of success, failed, challenge, or skipped.

cyberSourcePayerAuthFinalize(input: TokenBaseCyberSourcePayerAuthFinalizelnput!):
TokenBaseCyberSourcePayerAuthResult
Return the final Payer Authentication outcome for a cart after an issuer challenge.

Data Types

TokenBaseCard
A stored payment account/credit card.
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type TokenBasecCard {

hash: string

address: CustomerAddress
customer_email: String
customer_id: Int
customer_ip: String
profile_id: String
payment_id: String
method: String

active: Boolean
created_at: String
updated_at: String
last_use: String
expires: String

label: String
additional: TokenBaseCardAdditional

paradox >

Card identifier hash
card billing address
Customer email

Customer ID

Created-by IP

Ccard gateway profile ID
Card gateway payment ID
Payment method code

Is card active
Created-at date

Last updated date

Last used date
Expiration date

Card label

Card payment data

TokenBaseCardAdditional
Details and metadata for a stored CC/ACH.

type TokenBasecCardAdditional {

cc_type: String CC Type

cc_owner: String CC owner

cc_bin: String CC Bin (CC First-6)
cc_Tlast4: String CC Last-4

cc_exp_year: String

cc_exp_month: String

echeck_account_name: String

echeck_bank_name: String

echeck_account_type: TokenBaseEcheckAccountType
echeck_routing_number_last4: String
echeck_account_number_last4: String

CC Expiration Year

CC Expiration Month

ACH Account Name

ACH Bank Name

ACH Account type

ACH Routing Number Last-4
ACH Account Number Last-4

TokenBaseCheckoutConfig
Checkout configuration for a TokenBase payment method.

type TokenBaseCheckoutcConfig {

method: String

usevault: Boolean
canSavecCard: Boolean
forcesavecard: Boolean
defaultSavecard: Boolean
isCcDetectionEnabled: Boolean
logoImage: String

requireCcv: Boolean

sandbox: Boolean
availableTypes: [TokenBaseKeyvalue]
months: [TokenBaseKeyvalue]
years: [TokenBaseKeyvalue]
hasverification: Boolean
cvvImageurl: String
fingerprinturl: String

Payment method code

Are stored cards enabled?

Can cards be saved?

Is card saving forced?

Hash of the default card to select

Is CC type detection enabled?

Payment logo image URL (if enabled)

Is CVV required for stored cards?

Is the payment gateway in sandbox mode?
Available CC types

Available CcC Exp Months

Available CC Exp Years

Is CVV enabled?

CVV helper image URL

Script URL for fingerprinting, if enabled

TokenBaseKeyValue
Container for generic key/value data.

type TokenBaseKeyvalue {
key: String
value: String

Generic key
Generic value

TokenBaseCardUpdatelnput
Input for updating a stored card.

input TokenBaseCardupdateInput {
hash: string!
address: CustomerAddressInput

Ccard identifier hash to update (required)
Card billing address
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customer_email: String

customer_ip: String

method: String

active: Boolean

expires: String

additional: TokenBaseCardPaymentInput
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Customer email

Created-by 1IP

Payment method code

Is card active

Card expiration date (YYYY-MM-DD 23:59:59)
Card payment data

TokenBaseCardCreatelnput
Input for creating a stored card.

input TokenBaseCardCreateInput {

address: CustomerAddressInput
customer_email: String!

customer_ip: String

method: String!

active: Boolean

expires: String

additional: TokenBaseCardPaymentInput

Card billing address

Customer email (required)

Created-by IP

Payment method code (required)

Is card active

Card expiration date (YYYY-MM-DD 23:59:59)
Card payment data

TokenBaseCardPaymentinput
Payment data for a stored card. Note, the specific fields that are relevant depend on the payment method. This

data structure is also used for adding payment data to the cart during checkout.

input TokenBaseCardPaymentInput {

cc_type: String

cc_owner: String

cc_bin: String

cc_last4: String

cc_number: String

cc_cid: String

cc_exp_year: String
cc_exp_month: String
echeck_account_name: String
echeck_bank_name: String
echeck_account_type: TokenBaseEcheckAccountType
echeck_routing_number: String
echeck_account_number: String
token: String

CC Type

CC Owner

CC Bin (CC First-6)
CC Last-4

CC Number

CC CwVv

CC Expiration Year
CC Expiration Month
ACH Account Name
ACH Bank Name

ACH Account Type
ACH Routing Number
ACH Account Number
Gateway card token (unused for CyberSource; use

transient_token)
save: Boolean
card_id: String
transient_token: String

Save the card for later use? (checkout only)
card identifier hash to use (checkout only)
uUnified Checkout transient-token JIwWT (new card;
provide one of transient_token or card_id)

TokenBaseCyberSourceUnifiedCheckoutinput
Input for requesting a Unified Checkout capture context.

input TokenBaseCybersSourceunifiedCheckoutInput {
cartId: String Masked cart ID (for checkout)
guestEmail: String Guest email, when the cart has no Togged-in customer
billingAddress: CustomerAddressInput Billing address, when supplied outside the quote

}

TokenBaseCyberSourceUnifiedCheckoutCaptureContext
The Unified Checkout capture context.

type TokenBaseCyberSourceunifiedCheckoutCaptureContext {
captureContext: String Capture-context JWT used to initialize the unified Checkout form

TokenBaseCyberSourcePayerAuthSetuplnput
Input for starting Payer Authentication on a cart. Provide exactly one of transientToken or cardHash.

input TokenBaseCyberSourcePayerAuthSetupInput {
cartId: String Masked cart ID (required)
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guestEmail: String Guest email, when the cart has none
transientToken: String Unified Checkout transient-token JWT for a new card
cardHash: String Public hash of a stored card

3

TokenBaseCyberSourcePayerAuthSetupResult
The result of starting Payer Authentication.

type TokenBaseCyberSourcePayerAuthSetupResult {
skipped: Boolean! True when 3D Secure does not apply; place the order without it
accessToken: String JWT to POST to the device-data-collection URL
deviceDatacollectionuUrl: String URL to POST the access token to, in a hidden iframe

}

TokenBaseCyberSourcePayerAuthAuthenticatelnput
Input for running Payer Authentication on a cart, after device data collection.

input TokenBaseCyberSourcePayerAuthAuthenticateInput {

cartId: String Masked cart ID (required)
guestEmail: String Guest email, when the cart has none
returnurl: String Absolute https URL the challenge returns to (may be a

separate storefront origin; defaults to a store-hosted URL)
browserinfo: TokenBaseCyberSourcePayerAuthBrowserInfoInput Client browser data (required)

TokenBaseCyberSourcePayerAuthBrowserinfolnput
Client-collected browser data required by the card networks.

input TokenBaseCyberSourcePayerAuthBrowserInfoInput {

language: String! navigator.language

javaEnabled: Boolean! navigator.javaEnabled()
javascriptEnabled: Boolean! True for browser clients
colorbDepth: Int! screen.colorbDepth (bits)
screenHeight: Int! screen.height (px)

screenwidth: Int! screen.width (px)

timeDifference: Int! Date.getTimezoneOffset() (minutes)

TokenBaseCyberSourcePayerAuthFinalizelnput
Input for retrieving the final Payer Authentication outcome for a cart.

input TokenBaseCybersSourcePayerAuthFinalizeInput {
cartId: String Masked cart ID (required)
guestEmail: String Guest email, when the cart has none

}

TokenBaseCyberSourcePayerAuthResult
The outcome of a Payer Authentication attempt. The authentication data itself stays server-side.

type TokenBaseCyberSourcePayerAuthResult {

status: String! success, failed, challenge, or skipped

acsurl: String Issuer ACS URL (informational). only set when status is challenge
pareq: String Challenge request payload (informational). only when challenge
stepUpUrl: String URL to POST the access token to, in an iframe, to run the challenge
accessToken: String JWT to POST to the step-up URL. Only set when status is challenge

GraphQL Query Examples

Some response data has been omitted for brevity.

Fetch card by ID
Example request:
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tokenBasecCards (hash:"ec431a3e1f9904a35dc083a257cf2585de7b7b6c™) {
label,
expires,
hash,
customer_email,
customer_id,
profile_id,
payment_id,
method,
active,
created_at,
updated_at,
last_use,
address {
region {
region_code,
region,
region_id
Ko
region_id,
country_id,
street,
company,
telephone,
postcode,
city,
firstname,
Tlastname

1,

additional {
cc_type,
cc_bin,
cc_last4,
cc_exp_year,
cc_exp_month

Example response:

"data": {
"tokenBasecCards": [

"Tabel": "visa XXxXx-0027",

"expires": "2022-12-31 23:59:59",

"hash": "ec431a3el1f9904a35dc083a257cf2585de7b7b6c",
"customer_email": "roni_cost@example.com",
"customer_id": 1,

"profile_id": null,

"payment_id": "9F6B429B2C2A64D5E05341588E0A3F70",
"method": "paradoxlabs_cybersource",

"active": true,

"created_at": "2020-02-25 18:05:12",
"updated_at": "2020-02-25 18:05:12",

"Tast_use": null,

"address": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51
"region_id": 51,
"country_id": "us",
"street": [

"123 Test Lane",
1,
"company": ,
"telephone": "1111111111",
"postcode": "17603",
"city": "Test City",
"firstname": "John",
"lastname": "Doe"

Lo
"additional": {
"cc_type": "VI',

ParadoxLabs | PO Box 1296 | Lancaster, PA 17608 | 717-431-3330 52



paradox >

"cc_bin": "400700",
"cc_Tast4": "0027",
"cc_exp_year": "2022",
"cc_exp_month": "12"

Fetch checkout config
Example request:

{
tokenBaseCheckoutConfig(method: "paradoxlabs_cybersource") {
method, usevault, canSavecCard, forceSaveCard, defaultSavecard,
logoImage, requireccv, hasverification, cvvImageurl,
availableTypes {key, value}, months {key, value}, years {key, value},
fingerprinturl

Example response:

{
"data": {
"tokenBaseCheckoutcConfig": {
"method": "paradoxlabs_cybersource",
"usevault": true,
"canSavecCard": true,
"forceSavecard": false,
"defaultSavecard": true,
"logoImage": "false",
"requirecCcv": false,
"hasverification": true,
"cvvImageurl": "https://example.com/.../cvv.png",
"availableTypes": [ { "key": "vIi", "value": "visa" }, ... 1,
"months": [ { "key": "1", "value": "01 - January" }, ... ],
"years": [ { "key": "2026", "value": "2026" }, ... 1,
"fingerprinturl": "https://h.online-metrix.net/fp/tags.js?..."

The Unified Checkout capture context and Payer Authentication data are fetched with their own
queries/mutations, below. fingerprintUrl is the optional Decision Manager device-fingerprint script.

Create card
Example request:

mutation {
createTokenBasecard(
input: {
expires: "2022-12-31 23:59:59",
customer_ip: "127.0.0.1",
customer_email: "roni_cost@example.com",
payment_id: "9F6B429B2C2A64D5E05341588E0A3F70",
method: "paradoxlabs_cybersource",
active: true,
address: {
region: {
region_code: "PA",
region: "Pennsylvania"
region_id: 51

country_id: Us,
street: [
"123 Test Sst.",
"apt 9"
company: ,
telephone: "111-111-1111",
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postcode: "12345",
city: "Testcity",
firstname: "John",
lastname: "Doe"
i
additional: {
cc_type: "vIi",
cc_last4: "0027",
cc_exp_year: "2022",
cc_exp_month: "12",
cc_bin: "400700"
}
3
) {
label,
expires,
hash,
customer_email,
customer_id,
customer_ip,
payment_id,
method,
active,
created_at,
updated_at,
last_use,
address {
region {
region_code,
region,
region_id
1,
region_id,
country_id,
street,
company,
telephone,
postcode,
city,
firstname,
Tlastname
1,
additional {
cc_type,
cc_bin,
cc_last4,
cc_exp_year,
cc_exp_month

Example response:

"data": {
"createTokenBasecCard": {
"label": "visa XxXxx-0027",

"expires": "2022-12-31 23:59:59",

"hash": "a5412c321a5de0c1f3964492e0bfba2b48e5984b",
"customer_email": "roni_cost@example.com",
"customer_id": 1,

"customer_ip": "127.0.0.1",

"payment_id": "qqqqqq",

"method": "paradoxlabs_cybersource",
"active": true,

"created_at": null,

"updated_at": null,

"Tast_use": null,

"address": {

"region": {
"region_code": "PA",
"region": "Pennsylvania",

"region_id": 51
5o
"region_id": 51,
"country_id": "us",
"street": [
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"123 Test St.",
"Apt 9"
"company": "",
"telephone": "111-111-1111",
"postcode": "12345",
"city": "Testcity",
"firstname": "John",
"lastname": "Doe"
Ko
"additional": {
"cc_type": "Vvi",
"cc_bin": "400700",
"cc_last4": "0027",
"cc_exp_year": "2022",
"cc_exp_month": "12"

Delete card
Example request:

mutation {
deleteTokenBasecCard(hash:"88bb7dc06faad55c77177446ed83047811234008")

Example response:

"data": {
"deleteTokenBaseCard": true
}
}

Get Unified Checkout capture context
Example request:

query {
cybersourceunifiedCheckoutCaptureContext(input: {
cartId: "kDyOEKkImIOxab6H3ceus6MjMaSF9Taol"
D {

captureContext

Example response (the capture context is a JWT):

"data": {
"cybersourceunifiedCheckoutCaptureContext": {
"captureContext": "eyJrawQiOiI...<JWT>..."
}
}

}

Run Payer Authentication (3D Secure)

paradox

V

Three mutations run in sequence: setup, authenticate, then (only after a challenge) finalize. Provide exactly one of

transientToken or cardHash on setup.

Setup — returns the device-data-collection parameters:

mutation {
cybersourcepPayerAuthSetup(input: {
cartId: "kDyOEKkImIOxa6H3ceus6MjMaSF9laol"
transientToken: "eyJ...<from unified cCheckout>"

b
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skipped
accessToken
deviceDatacollectionurl

Authenticate — after device data collection; returns success, failed, skipped, or challenge:

mutation {
cybersourcepPayerAuthAuthenticate(input: {
cartId: "kDyOEKkImIOxa6H3ceus6MjMaSF9laol"
returnurl: "https://www.example.com/checkout"
browserinfo: {
language: "en-us", javaEnabled: false, javaScriptEnabled: true,
colorbDepth: 24, screenHeight: 1080, screenwidth: 1920, timeDifference: 300
}
D {
status
stepupuril
accessToken

Finalize — only when authenticate returned challenge, after the challenge completes:

mutation {
cybersourcepPayerAuthFinalize(input: {
cartId: "kDyOEKkImIOxa6H3ceus6MjMaSF9laol"
b {
status
}
}

Place an order
Example request:

mutation {
setPaymentMethodoncCart(
input: {
cart_id: "kDyOEKkImIOxa6H3ceus6MjMasF9laol"
payment_method: {
code: "paradoxlabs_cybersource",
tokenbase_data: {
card_id: "ec431a3elf9904a35dc083a257cf2585de7b7b6c",
cc_cid: "123",
save: true,

}
}
) {
cart {
selected_payment_method {
code,
tokenbase_card_id,
tokenbase_data {
cc_type,
cc_last4,
cc_exp_year,
cc_exp_month
}
}
}

}
placeorder(
input: {
cart_id: "kDyOEKkImIOxa6H3ceus6MjMasF9laol"
}
) {
order {
order_number
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Example response:

{
"data": {
"setPaymentMethodoncCart": {
"cart": {
"selected_payment_method": {
"code": "paradoxlabs_cybersource",
"tokenbase_card_id": "ec431a3elf9904a35dc083a257cf2585de7b7b6c",
"tokenbase_data": {
"cc_type": "vIi",
"cc_last4": "0027",
"cc_exp_year": "2022",
"cc_exp_month": "12"
}
}
}
Lo
"placeorder": {
"order": {
"order_number": "000000676"
}
}

How-To: API Checkout Flow

In 4.0 the card form is the CyberSource Unified Checkout drop-in, and all processing runs on the REST API. A
headless or custom integration replicates four steps: obtain a capture context, mount the drop-in to collect a
transient token, optionally run Payer Authentication (next section), then place the order with that transient token
or a stored card hash.

Step 1: Fetch a capture context

For GraphQL, query cybersourceunifiedcheckoutcapturecontext (see the example above). Standard checkout uses
the frontend AJAX controller pd1_cybs/unifiedcheckout/capturecontext (admin: the equivalent adminhtml
controller); there is no webapi/REST route for the capture context. Provide the cart ID, guestEmail for guests, and
billingAddress if supplying an address outside the quote.

The response is a capture-context JWT. It encodes the allowed payment types and card networks, the permitted
target origins, and the URL (with SRI hash) of the CyberSource Unified Checkout client library — you do not
hardcode that library URL.

Step 2: Mount the Unified Checkout drop-in

Decode the capture-context JWT and load the client library named in its clientLibrary field, honoring
clientLibrarylntegrity to ensure subresource integrity. Initialize the drop-in with the capture context and show it in
your containers. When the customer completes card entry (or a wallet), the drop-in resolves with a transient-token
JWT:

var uc = await Accept(capturecContext);
var up = await uc.unifiedrPayments(false);
var transientToken = await up.show({
containers: { paymentSelection: '#pay-select', paymentScreen: '#pay-screen' }

b

The transient token’s decoded payload carries display metadata (card type, last four, BIN prefix, expiry) but no full
card number. It is single-use and is consumed when the order is authorized.
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Step 3: (Optional) Run Payer Authentication

If Payer Authentication is enabled, run the setup / authenticate / finalize sequence described in ‘How-To: APl 3D
Secure Flow’ before placing the order. If setup returns skipped: true, 3D Secure does not apply and you can place
the order directly.

Step 4: Place the order

Submit the order with the transient token as tokenbase_data.transient_token (new card) or card_id plus cc_cid
(stored card), along with save. The stored Payer Authentication result, if any, is validated and consumed server-
side; the client sends no authentication payload.

GraphQL example:

mutation {
setPaymentMethodonCart(input: {
cart_id: "kDyOEKkImIOxa6bH3ceus6MjMasF9Taol"
payment_method: {
code: "paradoxlabs_cybersource",
tokenbase_data: {
transient_token: "eyJ...<from unified cCheckout>",
save: true

}

}) { cart { selected_payment_method { code } } }
placeorder(input: { cart_id: "kbyOEKkImIOxa6H3ceus6MjMasF9laol" }) {
order { order_number }
}
}

For REST, POST to /v1/carts/mine/payment-information (guest: /vl/guest-carts/:cartId/payment-information) with
the same additional_data:

{
"paymentMethod": {
"method": "paradoxlabs_cybersource",
"additional_data": {
"transient_token": "eyJ...",
"save": true
}
}
}

To pay with an already-stored card instead, send card_id (the card hash) and cc_cid (if the security code is
required) in place of transient_token, in the same request as the place-order call.

How-To: API 3D Secure Flow

Version 4.0 runs 3D Secure 2 natively on the CyberSource REST APl through three server operations — setup,
authenticate, and finalize — exposed both as GraphQL mutations (cyberSourcePayerAuth*) and as REST endpoints:

POST /V1/carts/mine/paradoxlabs-cybersource/payer-auth/{setup|authenticate|finalize}
POST /V1/guest-carts/:cartId/paradoxlabs-cybersource/payer-auth/{setup|authenticate|finalize}

The authentication result is stored against the cart and instrument server-side; order placement validates it
automatically, and the client never handles the CAVV or an authentication JWT. No CardinalCommerce library or
credentials are involved. Note: only GraphQL can supply a cross-origin (separate-storefront) returnUrl — a REST
caller gets the store-hosted or same-host return URL. Run this sequence after collecting a transient token (or
selecting a stored card) and before placing the order.
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Step 1: Setup and device data collection

Call cybersourcepayerauthsetup with the cart ID and exactly one of transientToken (new card) or cardHash (stored
card). If it returns skipped: true, place the order directly. Otherwise it returns accesstoken and
devicebatacollectionurl. Collect device data by form-POSTing the access token to that URL inside a hidden (0x0)
iframe, in a single hidden input named JWT. This is best-effort — allow roughly ten seconds, then continue
regardless of outcome.

var f = document.createtElement('form');

f.method = 'POST';

f.action = deviceDataCollectionurl; // from setup

f.target = 'ddc-iframe'; // a hidden 0x0 1iframe
var i = document.createElement('input');

i.type = 'hidden'; i.name = 'JwWT'; i.value = accessToken;

f.appendchild(i); document.body.appendcChild(f); f.submit();

Step 2: Authenticate

Collect browser data on the client and call cybersourcepayerauthauthenticate with the cart ID, that browserinfo, and
— for a separate-origin storefront — an absolute https returnurl that matches a configured Payer Auth Return URL
Origin. The result status is one of:

e  success — authenticated (or attempted); place the order.

e  skipped — 3D Secure does not apply; place the order.

e failed — authentication failed; do not place the order. The card is blocked until it authenticates (see
Behavior Notes).

e challenge — an issuer challenge is required; the result also includes stepupur1 and accessToken (and, for
reference, acsurl and pareq). Continue to Step 3.

Step 3: Present the challenge

Run the challenge by form-POSTing the access token to stepupurl inside a visible iframe or modal, again in a single
hidden input named JWT. (The built-in checkout frames a same-origin wrapper at pd1_cybs/payerauth/challenge
and passes the handles by postmessage rather than in a URL; a custom integration can post directly to stepupurl.)
The issuer ACS posts back to your returnUrl when the customer finishes.

var f = document.createElement('form');
f.method = 'POST';

f.action = stepupurl; // from authenticate
f.target = 'challenge-iframe'; // a visible iframe/modal
var i = document.createElement('input');

i.type = 'hidden'; i.name = 'JwT'; i.value = accessToken;

f.appendchild(i); document.body.appendcChild(f); f.submit(Q);

Step 4: Finalize
After the challenge returns, call cybersourcepayerauthrinalize with the cart ID to retrieve the final status (success or
failed). The attempt is identified server-side by the cart, so no other input is needed.

Step 5: Place the order

Place the order exactly as in the checkout flow (transient_token, or card_id plus cc_cid). The stored Payer
Authentication result is validated and consumed server-side. If Require Payer Authentication is enabled and no
attempt was made, placement is refused. Congratulations — you’ve placed a 3D Secure—authenticated order.
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Support

If you have any questions not covered by this document, or something isn’t working right, please open a ticket in
our support system: support.paradoxlabs.com

Support Policy: https://store.paradoxlabs.com/support.html

License and Terms of Use: https://store.paradoxlabs.com/license.html
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